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Zero Trust Application Access Release Notes

This document is the release notes for InstaSafe Zero Trust Application Access (ZTAA) feature on 11%
February 2022. This document contains information on enhancements to app.instasafe.io portal, in this
current release period i.e., January- February 2022, which include Feature Enhancements, Bugs resolved.
In case of discrepancy between information given in release notes and Product Documentation,
information given in release notes is to be assumed correct.

e New version of ZTAA Agent 4.6.66
e Latest version of TCP, Network, RDP and Agentless gateways needs to be upgraded.

TCP Gateway version: 4.1.24
VPN Gateway version: 4.0.9

RDP Gateway version: 4.1.5
Agentless Gateway version: 1.5.0

General Notes

1. Minor modifications and Bug Fixes not significantly affecting the User experience are not a part
of the release notes.

2. Multiple bug fixes or enhancements relating to a particular feature are not separately featured
in release notes.

Major Enhancements

Console
e User provisioning and Authentication via Open LDAP is introduced.

e Root password will no longer be required for each login post
installation of the agent, in Mac and Linux devices.

e Tenant wise VPN service updates.

e Multiple issues relating to full tunnel mode addressed.

e |dle time out feature introduced in Auth Profile.

e Source column introduced in User group to differentiate between
created locally vs imported from AD.

e Multiple enhancements to “Device approval” view under perimeter
management.

e [P based access control rules for SSO login introduced.

e Port Restrictions enforced while creating network applications.

e Multiple enhancements to improve Ul/UX and make the product more
responsive and interactive.

e Antivirus update status details added in Device attributes.

Major Bug Fixes

1 Application access issue caused by gateway IP not updating automatically resolved.
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2 Multiple bugs related to application access via Agentless gateway resolved.

3 Multiple Ul issues relating to sorting and searching operations in Audit logs resolved.

4 Issue with VPN Gateway logs not getting refreshed after each session resolved.

5 Issue of web application access through Agent resolved.

6 Issue of members not being displayed in User group in case changing of group name
resolved.

7 Issue with agentless gateway DNS not being resolved even after manual intervention
resolved.

8 Getting not authorized page when accessing an application via ZTAA as SSO, resolved.

9 AD user account getting locked after 1 incorrect password attempt resolved.

10 Issue of being unable to modify attribute once added under Identity provider
resolved.

11 Issue with Global Auth profile addressed.

Feedback For any feature request or feedback regarding current product please mail us at:
team@instasafe.com

Technical Support For Any support related issues kindly mail, us at: - Support@instasafe.com.

Revision History :- The Following is the revision history for the document
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